HNudpopmannoHHasi MaMATKA I 00y4al0UIUXCH AJsl pa3MelieHust
Ha opunuanbHbIXx UHTEpHET-pecypcax

C KaXapIM T'OJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIBINE, a ITKOJIBHUKHA OHHU U3
CaMbIX aKTUBHBIX IOJIb30BaTeNeil Pynera. Mex iy TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET M MpOoOJeMbl. DTa MaMsATKa JOJKHA TIOMOYbL Tebhe
0e30I1aCHO HAXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KomnerorepHslit BUPYC - O3TO pa3HOBUIHOCTb  KOMIIBIOTEPHBIX IIPOrpaMM,
OTJIMYUTENLHON OCOOCHHOCTBIO KOTOPOIl SIBISIETCA CIIOCOOHOCTh K pa3MHOKEHHI0. B
JIOTIOJIHEHWE K 3TOMY, BUPYChl MOTYT HOBPEIUTh WJIM IOJHOCTHIO YHUYTOXHUTH BCE
¢aitnel W JaHHbBIE, IOJKOHTPOJIBHBIE  IOJB30BATENI0, OT MMEHH KOTOpOro Oblia
3amylleHa 3apakEHHas NpPOrpaMMa, a TaKKe MOBPEIUTh MM JIAKE YHHYTOXKHTH
OTIEPALIMOHHYIO CHCTEMY €O BceMH (aitlamMu B 1enoM. B OoibIIMHCTBE CiydaeB
pacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. HCHOHLSYﬁ COBPEMCHHBIC OIICPAIIMOHHBIC CHCTEMbI, MMCHOIIUC CepbéBHHﬁ YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocTossHHO ycCTaHaBiIHMBail MauTH (IMQPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCA C IENbI0 JOpaOTKM MPOrpaMMbl) M JApyrue OOHOBIEHUS CBOEH
OTEepalMOHHON cucTeMbl. CKauyuBail UX TOJILKO € O(UIIMATIBFHOTO caiiTa pa3padoT4ynKa
OC. Ecnu cymiecTByeT peskuM aBTOMAaTUYECKOTO OOHOBIIEHUS, BKIFOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBOTEPE MO ITpaBaMU IOJIb30BATCIIA, @ HC aAMUHUCTPATOPA.
OTO0 HE MO3BOJIUT 60J'H)IHI/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJUIMPOBATHCA HAa TBOEM
MEPCOHAIILHOM KOMIIBIOTEPC,

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMHBIE MTPOTYKTHI U3BECTHBIX MTPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIHKME HOCUTENH HH(OPMALIUY, TaKue Kak (iemika, TUCK Win (aiin
U3 UHTEPHETA, TOJIBKO U3 MPO(EpPEeHHBIX HCTOYHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBIE (aiilibl, MONyYEHHbIE U3 HEHAJEKHBIX HCTOYHUKOB.
Jlaxxe Te Qailnibl, KOTOpbIe MpHUCIIail TBON 3HAKOMBIH. Jlydllle yTOYHM y HETo, OTIPaBIIsI
74 OH TeOe ux.

Ceru WI-FI
Wi-Fi - 310 He BHJ mnepeJaud JaHHBIX, HE TEXHOJIOTHsS, a BCErO JIMIIb OpPEHJ], Mapka.
Eme B 1991 romy munepnanackas xommnaHusi 3apeructpupoBaia opeHa « WECA», uto

obOo3Hauasio  cioBocoueranne  «Wireless Fidelity», koTopelii mepeBOIUTCS — Kak
«OecrpoBOIHAS TOYHOCTHY.

Jlo nHamero BpeMeHu [omuia Apyras aOOpeBuarTypa, KOTOpas SBISETCS Takol ke



TexHosoruei. Ito abOpeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBUIO TaHO C HAMEKOM Ha
CTaHJapT BBICIIMK 3BYKOBOHM TexHuku Hi-Fi, uTo B mepeBojie O3HA4YaeT «BBICOKAs
TOYHOCTBY.

Jla, OecrulaTHBIM WHTEPHET-IOCTYI B Kae, OTeNsIX U adpOoIopTax SBIISCTCSA OTIUYHON
BO3MOXKHOCTBIO BBIXOJIa B WHTepHET. HO MHOTHE OKCIEepPThl CYHMTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He sBIsSI0TCS 0€30MMacHBIMU.

CoBeTblI 110 0€30MacCHOCTH padoTe B 001meA0CcTYNHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro ymuHyro uHpopmaiuio depe3 obmiempoctynaeie Wi-Fi cern.
Paboras B HUX, )KeNaTeabHO HE BBOAMUTH MAPOJIH TOCTYIA, TOTUHBI U KaKHE-TO HOMEPA;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMbI B OpaHaMayep. TemM caMbIM Thl
o0e3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanun Wi-Fi otkmoun ¢ynknuio «O0muii goctyn k dainam u
npuaTepamM».  JlaHHas (QyHKOUS  3aKpeITa 10 YMOJYAaHHUIO, OJHAKO HEKOTOpPHIE
T10JIb30BaTENH AKTUBUPYIOT €€ JIIsl y00CTBa CIONb30BaHUs B paboTe Wi ydebe;

4. He ucnons3yit nyOnauunbii WI-FI nns nepepaum nu4HBIX JaHHBIX, HAOpUMEp IS
BBIX0/1a B COLIMAJIBHBIE CETU WIX B AJIEKTPOHHYIO II0UTY;

5. Nnonb3yil Tonpko 3aummuuieHHoe coeauHenue uepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-anpeca BBOU UMEHHO «https://»;

6. B MoOunmpHOM  TenedoHe oTkimoun  QyHkuuio  «llopxmroueHue kK Wi-Fi
aBTOMaTHuecku». He nomyckail aBTOMaTHUeCKOro MOJKIIOYEHHUS YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble ceTH

CouuanbHble CETH aKTHUBHO BXOJST B HAIly >KH3Hb, MHOTHUE JIOJU PabOTAIOT M >KUBYT
TaM TOCTOsIHHO, a B Facebook yxke 3apeructpupoBan MUILTHAP]T YETOBEK, UTO SIBIISIETCS
OJTHOM ceabMOM BceX JKHTENeH INIaHeThl. MHOTHe MOoJb30BaTeNd HE ITOHMMAIOT, YUTO
uH(popMalvs, pa3MelleHHass UMH B COLMAIBbHBIX CETSIX, MOXKET ObITh HalJeHa u
WCITOJI30BaHa KEM YT'OJTHO, B TOM YMCJIE HE 00s3aTEeNIbHO ¢ OJIarUMU HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 0€30ITIaCHOCTH B COIMAJIBHBIX CETIX:
1. Orpanmub cnucok Jnpy3eid. Y TeOs B JOpy3biX HE JOJDKHO OBITh CIy4YailHBIX U
HE3HAKOMBIX JIIOACH;

2. 3amumiaid cBOIO YacTHYI kH3Hb. He ykaspiBail maposm, TenedoHsl, aapeca, Aary
TBOETO POXACHUS M JPYIYI0 JHYHYI0 HHQOpPMaLuio.  3I0YMBIIUICHHUKH MOT'YT
HUCIIOJIBb30BAaTh HaXeE I/IH(i)OpMaHI/IIO O TOM, KakK Tl W TBOW POAWUTCIN IIJIAHUPYCTEC
IIPOBECTH KAHUKYJIBL,

3. 3amuiiaii CBOIO peryTaluo - Iep>KU €€ B YUCTOTE U 3ajiaBaii cebe BOIpoc: XoTel Obl
ThI, YTOOBI APYTHE NMOIB30BATENN BUIENH, YTO ThI 3arpyskaeuisb? [logymait, mpexae yem
YTO-TO OMYOJMKOBATh, HAMUCATH U 3aTPy3HTh;

4. Ecnu TBHI TOBOpHULIb C JIIOJBMH, KOTOPBIX HE 3HAEIlb, HE HCIIOJIb3YH CBOE peajbHOE
UMS U IPYTYIO JTUYHYIO HH(OPMAaLMU: UMS, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOUEE;



5. N36eraii pazmemenus Gororpaduii B IuTepHeTe, /1€ Thl H300pa)kKeH Ha MECTHOCTH,
110 KOTOPOI MOXKHO OIPEAETUTH TBOE MECTOMOIOKECHHUE;

6. IIpu perucrpanny B COLMAIBLHON CETH HEOOXOAUMO UCII0Ib30BaTh CJIOKHBIE ITAPOJIH,
cocToslIre u3 OyKB U IM(P U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. J1st conManbHOM CeTH, MOYTHI M IPYTUX CAaHTOB HEOOXOIMMO UCIIONIb30BaTh pa3HbIe
napoisu. Toraa eciu Te0s B3710MarOT, TO 3JI0YMBIIIJIEHHUKH IIOJIYYaT AOCTYI TOJIBKO K
OJIIHOMY MECTY, a HE BO BCE Cpa3y.

3.]'[eKTp0HH]>Ie JACHBbI'H

DJEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YAOOHBINH CIOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH J€HBIH.

QHGKTpOHHHe JCHBI'M IIOSABHJIMCHh COBCEM HCOIAaBHO M HMCHHO H3-3a 3TOrO BO MHOI'HX
rocyaapCTBax A0 CUX IMOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccum xe OHM (QYHKIMOHHUPYIOT M O HHX YK€ TNPOMHCAHO B 3aKOHE, I/Ie WX
pa3eIIAIOT Ha HECKOJIBKO BUJOB - aHOHUMHBIC U HE aHOHUMHbBIC. Pa3HuIia B TOM, 4TO
aHOHUMHEIE - 3TO Te, B KOTOPHIX pa3pemacTcsi MPOBOJUThL  Olepamuu  0e3
UJACHTH(HKAIIMK I10JIb30BATENIs, & B HEAHOHUMHBIX HMICHTH(HKAIMU I10JIb30BATEISA
SIBJIsIETCST 00s13aTENILHOM.

Takxe cienyer pa3iauuaTh 3JEKTPOHHBIE ()UATHBIE JEHbIH (paBHBI TOCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIM (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI N0 0€30NMAaCHOI padoTe ¢ JIEKTPOHHBIMH I€HbTAMM:

1. TlpuBsku K cyeTy MOOWIBHBIM TenedoH. DTO camblii yAOOHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, eCir 3a0yAenIb CBOM
IUTATEXHBIA MapOoJIb WJIK 3aii/ielIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBA,

2. Ucnonw3yit ogHopazoBeie naponu. Ilocie mepexoga Ha YCUIEHHYHO aBTOPH3ALIUIO
Tebe y)xe He OyJeT yrpokaTh OMACHOCTb KPa)Ku WJIM TiepexBaTa IJIaTeKHOT0 MapoJs;

3. Breibepu cnoxsbpiii maposs. [Ipectymaukam Oyaer HE TPOCTO yraaaTh CIIOKHBINA
naposib. Hagexxnble mapoiaum — 3TO Mapojid, KOTOPBIE COAEpKaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B CE€Osl CTPOYHBIC M MPOMUCHBIE OYKBBI, IMUMPHI U HECKOIHKO CHUMBOJIOB,
TakMe Kak 3HaK JoJuiapa, pyHTa, BOCKIUIATeNbHBIH 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIE Ha CaliTax, KOTOPBIM HE JOBEPSICIIb.

DJIEKTPOHHAsI TOYTA

DJEeKTpOHHAs M0YTa — 3TO TEXHOJOTHUS U MPEJOCTABIISIEMbIE €10 YCIYTH T10 ePEeChUIKe

Y TIOJTYYEHHIO 3JIEKTPOHHBIX COOOIIEHUHN, KOTOPbIE pacIpeIesIFOTCS B KOMIIbIOTEPHOM

cet. OOBIYHO  DJNIEKTPOHHBIK  TOYTOBBIM  SIIMK BBITJSAUT — CIACAYIOUIMM  00pazoMm:
UMsI_TIOJIB30BaTeNA(@WUMsL_JTIoMeHa. Takke KpoMe Mepeaadn IpoCcToro TeKCTa, HMEeTCs

BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI 10 6€30MacCHO paboTe C ANEKTPOHHOM MTOUTOM:



1. Hamo BeIOpaTh paBUIILHBIN IOYTOBBINA cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OECIUTAaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle JOBEPSITh TEM, KOTO 3HACIHIb U KTO
MIEPBbIA B PEUTUHTE;

2. He yka3piBaii B TMYHOM MTOYTE JUUHYIO HHGopManuio. Hampumep, mydiie BEIOpaTh
«My3BIKaNBbHBIN _(panaT@» wim «pok2013» Bmecto «remal3dy;

3. Ucnonp3yit AByX3TANHYIO aBTOPU3ALMIO. ITO KOT/1a IOMUMO NapoJisi Hy>KHO BBOJUTh

KOJI, IpHUChlIaeMbIil o SMS; 4. BeiOepu ClI0KHBIH mapoib. (s Kaaoro Mmo4ToBOro SIIUKa
JIOJKCH OBITh CBOM

HaJIC’)KHbIA, YCTOMYUBBIN K B3JIOMY MapOJIb;

5. Ecnu ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BOIPOC, HUCIOJB3YH 3Ty
BO3MOXKHOCTE;

6. Vcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBblil Ui 4acTHOM MEpenucKu ¢
azpecaTamMu, KOTOPBIM ThI IOBEPSCIIBb. JTO NEKTPOHHBIN aJApec HE HAaJO UCII0JIb30BaTh
IIpU perucTpauuu Ha popymax u carax;

7. He otkpbiBail (pailyibl ¥ Jpyrue BIOKEHUS B MUCbMaxX Jake €CIU OHM MPHUIUIA OT
TBOUX Jpy3ei. Jlydie yrouHu y HUX, OTIPAaBISUIH JIU OHU TeOe 3TH (paiiisbr;

8. Ilocne oxoH4aHHs pabOTHl HAa MOYTOBOM CEPBHUCE IEpe/ 3aKPbITUEM BKJIAIKHU C
caiiToM He 3a0y/b Ha)KaTh Ha «BbIiiT».

Ku6epOyJuIMHT MM BUPTYaJIbHOE U3/1€BATEJILCTBO

KubepOynnuHr  — mpecienoBaHHe  COOOIICHHSIMH,  COJEpKAIMMH  OCKOpOJICHHS,
arpeccuio, 3alyruBaHMe; XYJIUTAaHCTBO; COLMAIbHOE OONHKOTHPOBAaHHE C TMOMOLIBIO
pa3IUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KHdepOyJIMHIOM:

1. He Opocaiics B 6o0ii. Jlyummii cmocob: mocoBeTOBAaThCA Kak CceOsl BECTH M, €CIM HET
TOT0, K KOMY MO’XHO OOpaTHThCS, TO BHaYalle YCIIOKOUThCA. Eciu Thl HauHeIb 0TBeYaTh
OCKOPOJICHHSIMU Ha OCKOPOJICHUS, TO TOJILKO e1lle OOJIBbIIe pa30XiKellb KOH(IUKT;

2. Yopasnsaii cBoeil kubeppernyTranuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CHOCOOBI BBIICHHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyIUTraHCKUH 00pa3 BUPTyalbHOU ku3HU. UHTEpHET (hpUKCcHUpyeT Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAIUTh UX OyAET KpaitHe 3aTpyIHUTEIBHO;

5. Cobmrosialt cBOM BUPTYyaIbHYIO YeCTh cMosioAy; 6. UrHopupyil  elIMHUYHBIH  HEraTuB.
OpnHOpa3oBele  OCKOPOUTENBHBIE  COOOIICHUS
Jqy4qie UurHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaabHOH CTaaNu;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B COITUATTBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEICTICHHBIX a[PECOB;



8. Eciiu 1Bl cBumeTenh KuOepOyuimHTa.  TBOM JEWCTBUSA: BBICTYIIUTH  NPOTHUB
mpecienoBareis, IOKa3aTh €My, YTO €ro JCHCTBUS  OLIEHUBAIOTCA  HETAaTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJIOTHYECKask TOMOIIb, COOOIIUTH B3POCIbIM

0 (pakTe arpecCHBHOTO TIOBEJICHUS B CETH.

MoOunbHbIi TesiedoH

CoBpemenHble  cMapThOHBI M IUIAHINETHI  COJEPKaT B ceOe BIOJIHE B3POCIBIA
dbyHKIIMOHAN, W Temepb OHU MOTYT KOHKYPHUPOBaTh  CO CTalMOHAPHBIMU
KommbroTepamMu. OJTHAKO, CPEACTB 3aLUTHI I MOJOOHBIX YCTPOUCTB IMOKA OYEHb MAJIO.
TectupoBaHue U MOUCK YA3BUMOCTEH B HUX MIPOUCXOJUT HE TaK MHTEHCUBHO, KaK IS

1K, To e camoe KacaeTcsi © MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIE ~ MOOWIIBHBIE  Opay3epbl  yK€ MPAKTUYECKH  JIOTHAJIM HACTOJbHbBIC
aHaJIOTH, OJTHAKO paciIupeHne (yHKIIMOHAaIa BIICYET 32 CO00I OONBIIYIO CIIOKHOCTh U
MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI /15 0€30IaCHOCTH MOOHJILHOI0 Te.l'le(l)OHa:

1. Hudero He sBIIETCS TO-HACTOAIMIEMY OCCIIaTHBIM. Byah OCTOpOKEH, Belb KOrja
Tebe MpeanaraloT OecIuiaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IMJIaTHBIE

yCIIyTH;

2. dymaii, npexae uem oTrpaButb SMS, ¢poto unm Buaeo. Thl TOYHO 3HACIIID, T€ OHH
OyIyT B KOHEYHOM HTOTE?

3. Heo6xo1umMo 0OHOBIIATH ONEPallMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE MIPOTPAMMBI JJ1s1 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpy>1<a171 IMPUITOKECHUSA OT HCU3BCCTHOTI'O UICTOYHUKA, BEAb OHHU MOT'YT COACPKATh
BPC€AOHOCHOC NIPOTpaMMHOC 06GCH6‘~IGHI/I€;

6. [Tocne Toro kak ThI BBIMJICIIH C CaiiTa, TJi€ BBOAWI JUYHYIO HH(GOPMAITUIO, 3211 B
HacTpoWKu Opaysepa u ynanu cookies;

7. HCpI/IOIlI/IquKI/I HpOBCpSIfI KaKHC IVIATHLIC YCIIYT'M aKTUBUPOBAHBI HA TBOCM HOMCPC,

8. Haaii cBOif HOMEp MOOWJIBHOTO TesehOHA TONBKO JIFOJSAM, KOTOPBIX Thl 3HAaellb U
KOMY JI0BEps€Ilb;

9. Bluetooth momkeH OBITH BBIKIIIOYEH, KOTJIa Tl UM HE ToJib3yemibes. He 3a0biBait
WHOT/Ia IPOBEPATH ITO.

Online urpsi
COBpeMeHHBIQ OHHaﬁH-HFpLI - 9TO KpaCOYHELIC, 3aXBaThIBAIOIIMUEC Ppa3BJICUYCHUA,

00BeAMHSIONINE COTHU ThICAY YEJIOBEK 10 BceMy MUpy. rpoku uccneayoT JaHHBIH UM
MHp, OOLIAIOTCA APYr C JIPYrOM, BBINOJHSIOT 3aJaHMsl, CPaKAIOTCS C MOHCTpaMH M



[OJIy4alOT  ONBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYMAIOT JHUCK, OIJIAYUBAIOT
aOOHEMEHT WJIM MPHOOpeTaroT Kakue-To onuuu. Bece 3Tu cpeacTtBa uAyT Ha TMOJJAEp)KaHHE
W pa3BUTHUE MIPbI, a TAKXKE Ha camy

0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPU3ALIUHU, BBIITYCKAIOTCSI HOBbIE ATUU
(unpoBbIe 3aIUIATKU AJISt IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT OIIaCaTbCsA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXXu
TBOCT'O MMapoOJisd, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpU3allUU OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecniu apyroit urpok BeneT ce0s MI0X0 WK co3JaeT Tebe HePUATHOCTH, 3a0JI0KUPYi
€ro B CIIUCKE UTPOKOB;

2. Iloxanyiics  aAMHUHUCTpAaTOpaM UIpbl HA IUJIOXO€ IIOBEIEHUE DOTOr0 HIPOKa,
JKeJIaTebHO IPUIIOKUTH KaKME-TO I0Ka3aTeIbCTBA B BUIe CKPUHOB; 3. He yka3bIBail IMUHYIO
uHpOpMannio B ipodaiisie urpsr,

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMagabHble TATYH U MOJIBI,

6. Mcnomnp3yil cliokHbIE U pa3Hble MapoJy;

7. Jlaxke BO BpeMsl UIPbl HE CTOMT OTKJIIOYAaTh aHTUBUpPYC. [Ioka TeI urpaenib, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM Kpaxceﬁ ACHETI U JOKYMCHTOB CCroAHsA Y>XKE HHUKOI'O HE YAUBHUIIb, HO C
Pa3sBUTUEM I/IHTCpHeT-TGXHOJ'IOFI/Iﬁ 3JIOYMBINIJICHHUKH TIEPEMECTUIINCE B UHTCPHCT, U
MpOoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBuIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAS LEJIb
KOTOPOTO COCTOWUT B TMIOJyY€HHH KOH(UICHIMAIBGHBIX JaHHBIX TOJbh30BaTENEH —
JOTMHOB M naposielt. Ha anrnuiickom s3bike phishing unraercs kak ¢gummar (ot fishing

— pbIOHas JIOBIIA, password — maposb).

OcHOBHBIE COBETHI 110 60PHOE ¢ GUITHUHTOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaellb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HE00X0AUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOpPaM pecypca

00 9TOM KaK MOKHO CKOpee;

2. Ucnone3yit Oe3omacHele BeO-cailThl, B TOM 4YHCIIe, WHTEpPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Vcnionb3yil cloXKHBIE U pa3Hble maposu. Takum o0pa3zom, eciiu Te0s1 B3JI0MArOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO

BCEM;

4. Ecniu Te0s B3110Mai, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE



no0aBneHbl y TeOss B APY3bsiX, O TOM, YTO TeOS B3JIOMalM W, BO3MOXHO, OT TBOETO
MMEHHU OyJIeT pacCchlIaThCs ClaM U CChUIKU Ha (PMITUHTOBBIC CAHTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBEHBIN TenedoH;

6. OTKIIIOYM COXpaHEeHHE maposst B Opaysepe; 7. He oTkpwiBaii ¢aiinel U Apyrue BIOKECHHS B
MUCbMaxX JaXXe €CIM OHU TPUILIU OT
TBOUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TU (haiibl.

Hudposas penyranus

[udposas penyTauus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpPMAIMS B CETH O Tebe.

Komnpomerupyromas nHpopMaiysi pa3MelIeHHass B UHTEPHETE MOXKET CEPbE3HBIM
00pa3oM OTpa3uThCs HAa TBOEH peanbHOM xu3HU. «L{udpoBas penyranus» - 3TO TBOH

UMUK, KOTOPBIH popMupyeTcs u3 nHpopmanuu o Te0e B HHTEpHETE.

TBoe MmecTo JkuTEnbCcTBA, Yy4ueObl, TBOE (UHAHCOBOE MOJOXKEHHE, OCOOEHHOCTH
XapakTepa M paccKa3bl 0 OJM3KHUX - BCE 3TO HAKAIUTUBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K ITYOJTUKAIIMH JTHYHOU HHPOPMAIIUH B
HurtepHeTe, He TOHUMAas BO3MOXKHBIX ITOCIEACTBUHN. ThI Take HE CMOKEIb I0TalaThCs

0 ToM, 4TO (hoTorpadus, pa3MenIeHHas S JIeT Ha3a/l, CTala NIPUIMHON OTKa3a MPUHSTH

Te0s Ha paboTy.

KommenTapuu, pasmemienue TBoux Qororpadpuil U Apyrue JIeHCTBHS MOTYT He
MCYE3HYTh JlaXKe I0CJIe TOro, Kak Thl UX yJdaluilb. Thl HE 3Haellb, KTO COXPaHWI 3Ty
uHpOpMalKIO, ToNaja JM OHA B MOWUCKOBBIE CHCTEMBI M COXpaHWJIAch JIM OHA, a
[JIaBHOE: YTO MOAYMAaroT O Te0e OKpy’Karollee JIIOIU, KOTOpble HaWAYT M YBHIAT 3TO.
Haiitu uHpOpMaLII0 MHOTO JIET CITYCTSI CMOXKET JII00O0M - Kak U3 100pbIX MOOYXAeHUH,

TaK U C HAMEPEHUEM NMPUYUHUTD BPEA. ITO MOXKET OBITh KTO YTOJHO.

OcHoBHbBIE cOBeTHI 110 3aMTe HM(POBOI penyTanuu:

1. Tlomymaii, mpexzae 4eMm 4To-TO NMyOJMKOBaTh M IepeAaBaTh y ceds B Osore wiu B
COIIMAILHOM CETH;

2. B HacTpoiikax mpoduiis yCTaHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO MPOQIIIS U €ro
COAEP)KUMOTO, CIETal €ro TOJIBKO IS IPY3Eh»;

3. He pa3memaii 1 He yka3piBail ”HPOPMAIIHIO, KOTOPAsi MOKET KOTO-JTHO0 OCKOPOIATH
WA OOMKaTh.

ABTOpCKOe IPaBo

COBpeMeHHLIC IIKOJBbHHUKHN - AKTHUBHBIC ITIOJIB30BATCIIN I_II/I(I)pOBOI‘ (&} IIPpOCTPAHCTBA.
O}IHaKO JaJICKO HE BCC 3HAIOT, YTO IIOJB30BAHHUC MHOTUMH BO3MOXXHOCTIMHA
I_II/I(I)pOBOl"O MHpa TpC6y€T CO6J'IIOJICHI/I}I IIpaB Ha UHTCIICKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTyallbHAsi COOCTBEHHOCTB» OTHOCHTCS K Pa3jIMYHBIM TBOPEHHIM
YEeJOBEYECKOT0 yMa, HayWHas C HOBBIX H300PETCHUII M 3HAKOB, 0003HAYAIOLINX
COOCTBEHHOCTh Ha TPOIYKTHI W YCIYTH , M 3aKaH4YMBasg KHUTaMH, (oTorpadusimu,
KUHOQWIBMaMU B MY3bIKaJIbHBIMHA TPOU3BEICHUSIMH.



ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOU3BEICHUS
HayKH, JINTEpaTypbl U HUCKycCTBAa. ABTOPCKHME IpaBa BBICTYHAKOT B KayeCTBE TapaHTHUH
TOT0, YTO WHTEJUICKTYaJIbHBIA/TBOPUECKUIN TPY/] aBTOpa HE OYIET HAPACHBIM, JACT EMY
CIpaBeJlIMBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPyAa, HOIYyYUTh
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3perieHus aBTopa He MOKET BOCIPOU3BOIUTD

€ro IMpOU3BEACHHE, pPACIPOCTPaHITh, MYyOJUYHO JAEMOHCTPUPOBATh,  MPOAABATH,
UMIIOPTUPOBATh, MYCKaTh B IMPOKAT, MyOJIMYHO HCIHOJHSATH, IMOKA3bIBATH/HCIIONHSITE B
a¢upe unu pazmemath B MlutepHere. Mcnonp30Banue  «IUpaTckoro» MPOrpaMMHOIO
o0ecrieyeHuss MOXKET IPUBECTH K

MHOTUM pHCKaM: OT TMOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJOKUPOBKH TBOETO
YCTPOMCTBA, TJIe YCTAHOBJICHHBIN HE JieraibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYILIECTBYET JIeTalbHbIE U OECIUIaTHBIE IPOTPAMMBI, KOTOPHIE MOXHO HAHTH B CETH.

O nopraJie

CereBuuoKk.p) - TBOHM TIJIaBHBIM COBETUYMK B CETU. 31€Chb Thl MOXEIIb Y3HaTb O
0€30MacHOCT B CETHU MOHATHBIM M JOCTYIHBIM $3bIKOM, a IIPpU BO3HUKHOBEHUU
KPUTUYECKOM  CHUTyallud OOpaTUTbCS 3a COBETOM. A TakXe MpUHATh YydacTHE B
KOHKYpCax M CTaTh CaMbIM LIU(POBBIM I'paskJaHUHOM!



